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e Kernel Memory
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® Shared by hardware and all processes
® Hard to reclaim
® Denial of Service
® Challenges

® Specialized functions.

® Complicated and lengthy data flow.
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Implementation

Evaluation
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® An approach for identifying specialized allocation functions.
® A rule-mining approach for corresponding specialized deallocations.
® An ownership reasoning mechanism for kernel objects.

® A scalable implementation K-MELD(Kernel MEmory Leak Detector)
® 218 new bugs, 41 CVEs assigned.
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CVE-2019-19062
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/* File: crypto/crypto_user_base.c */
static int crypto_report(struct sk_buff *in_skb,
struct nlmsghdr *in_nlh, struct nlattr **attrs)

{
struct crypto_dump_info info;
alg = crypto_alg match(p|, 0);
if (lalg)
return -ENOENT;
err = -ENOMEM;
/* Memory is allocated here */
skb = nlmsg_new(NLMSG_DEFAULT_SIZE, GFP_KERNEL);
if (!skb)
goto drop_alg;
info.out_skb = skb;
err = crypto_report_alg(alg, &info);
drop_alg:
crypto_mod_put(alg);
if (err)
return err; /* Memory leaks here */
}
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Kernel Memory Allocation and Leaks

® kmalloc & kfree

&
® vmalloc & vfree

® Specialized allocation

YERARY
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® netlink: nlmsg_new & nimsg_free
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* Usage structure
« Function signature -

9 ; Mining-based
« Call-graph :

Dealloca detection

Consumer|/
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Rule
application|
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: Bug reports
Pre-processing AIIoc/DeaIIoc detectlon :Ownership Reasoning: Bug detection
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ip Reasoning Implementation

~
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Allocation and Deallocation Identification ®) yiaidrd

® Properties of allocation functions

® Return a pointer

® Followed by a NULL check

® Not derived from another base pointer
® |nitialized before being used

® Methods
® Use-finding
® Source-finding
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Allocation and Deallocation Identification ®) yiaidrd

® Detect deallocation functions
® Error-Handling Paths
® Explore the control flow graph(CFG)
® Sequential Pattern Mining
® (call FOI, check, release, return)
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thttps://www.oreilly.com/library /view /programming-rust,/9781491927274 /ch04.html
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® path-sensitive analysis: 15
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Ownership Reasoning
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Case Studyl - Enhanced escape analysis

/* File: drivers/virt/vboxguest/vboxguest_utils.c

i
2 static int hgem_call_preprocess_linaddr(

3 const struct vmmdev_hgem_function_parameter *src_parm,
N void **bounce_buf_ret, size_t “extra)

s {

6 void *buf, *bounce_buf;

7 bool copy_in;

5 u32 len;

9 int ret;

u buf = (void “)src_parm->u.pointer.u.linear_addr;
2 len = src_parm->u.pointer.size;
1 copy_in = src_parm->type != VMMDEV_HGCH_PARM_TYPE_LINADDR_OUT;

15 if (len > VBG_MAX_HGCM_USER_PARI)

16 return -E2BIG;

"

18 /* Memory is allocated here

19 bounce_buf = kvmalloc(len, GFP_KERNEL);

Check for allocation success
if (!bounce_buf)
return -ENOMEM;

n) {
copy_from_user (bounce_buf, (void __user “)buf, len);

3 if (ret)

z return -EFAULT;

2 } else {

2 memset (bounce_buf, 0, len);

Allocation pointer is assigned to a reference argument
“bounce_buf_ret = bounce_bu:

u hgen_call_add pagelist_size(bounce buf, len, extra);
35 return 0;
3}

A
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* path-sensitive analysis: REBREFZNAFHIFE
¢ Unconditional: caller BIFTEHITER1REF SR consumer
® inter-procedure analysis:

Consumer: ownership #3552 T TERE, TEIER callee WAZFEIIER, W
* Conditional: caller B9E D HITERIZAEIAA consumer

R callee BT BIZEXITETHAIT 7 RI%/FRIBVRIE, N callee RF=ERTFIR,

TFTEWEIBER consumer FATEITR escape BIIEIR
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Case Study2 - Unconditional consumer
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/% File: drivers/net/ethernet/chelsio/cxgb4/srq.c */
int cxgb4_get_srq_entry(struct net_device *dev,
int srq_idx, struct srq_entry *entryp)

{
struct adapter *adap;
struct sk_buff *skb;
adap = netdev2adap(dev);
/* ALLOCATION */
skb = alloc_skb(sizeof(*req), GFP_KERNEL);
if (!skb)
return -ENOMEM;
t4_mgmt_tx(adap, skb); /* CONSUMER */
return rc;
}

/% File: drivers/net/ethernet/chelsio/cxgb4/sge.c */

YARARE

SHANGHAI JIAO TONG UNIVERSITY

21 /* File: drivers/net/ethernet/chelsio/cxgb4/sge.c */
22 int t4_mgmt_tx(struct adapter *adap, struct sk_buff *skb)

23 {

24 int ret;

25 N

26 ret = ctrl_xmit(&adap->sge.ctrlq[0], skb); /* CONSUMER */
27 e

23 return ret;

29 }

30
31 static int ctrl_zmit(struct sge_ctrl_txq *q, struct sk_buff *skb)
2 {

34 if (unlikely(!is_imm(skb))) {

35 WARN_ON(1);

36 dev_kfree_skb(skb); /* RELEASE */
37 return NET_XMIT_DROP;

38 }

39 e

40 if (unlikely(q->full)) {

2 __skb_queue_tail(&q->sendq, skb); /% ESCAPE */
5 spin_unlock(&q->sendq.lock) ;

44 return NET_XMIT_CN;

45 }

46 e

47 kfree_skb(skb); /* RELEASE */

48 return NET_XMIT_SUCCESS;

49 }
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Case Study3 - Conditional consumer

16 /* File: net/core/skbuff.c */
17 int __skb_pad(struct sk_buff *skb, int pad, bool free_on_error)

18 {
19 int err;
20 int ntail;
21 if (!skb_cloned(skb) && skb_tailroom(skb) >= pad) {
2 memset (skb->data+skb->len, 0, pad);
23 return 0;
2 }
1 /* File: net/dsa/tag_ksz.c */ 25
2 static struct sk_buff *ksz_common_xmit(struct sk_buff *skb, 26 if (likely(skb_cloned(skb) || ntail > 0)) {
3 struct net_device *dev, int len) 27 err = pskb_expand head(skb, 0, ntail, GFP_ATOMIC);
a { 28 if (unlikely(err))
s nskb = alloc_skb(NET_IP_ALIGN + skb->len + 29 goto free_skb;
6 padlen + len, GFP_ATOMIC); 30 }
7 if (!nskb) 31 err = skb_linearize(skb);
8 return NULL; 32 if (unlikely(err))
9 . 33 goto free_skb;
10 /* CONDITIONAL-CONSUMER */ 3 memset (skb->data + skb->len, 0, pad);
1 if (skb_put_padto(nskb, nskb->len + padlen)) 35 return 0;
12 return NULL; 36 free_skb:
13 e 37 e
14 return nskb; 38 kfree_skb(skb);
15 } 39 return err;
16 /* File: net/core/skbuff.c */ 40}
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Implementation

o TH%: LLVM Pass® 1 Python B

o BE: HISE EATRIEUERINSRE, NHROBEMTERTE, LU
SR EREIKNE
. iFFe:

O DT call IELSWSH, BEREDEAFENRINIEHERN 2 BHEE

@ AMIE ownership B93:F%, HEFRIE _EIARFIEIRIEKEIIRIR

O MEIRIIEEIRIREN <call FOI, check, call release, return> PU7tH, #H1TIEITESD,
2B EREIKRATE

O WFRAHEAREITFEIDH, [@ Linux LHFRES patch

3https://llvm.org/docs/WritingAnLLVMPass.html
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o M 4621 TEIRREF, IRENHT 807 THNTEDEC /IR EXTS, 15 TAIRIK
e Hrh 21 A primitive allocators, BISEFRRIERFHIREL, HERKED N
specialized allocator

To the best of our knowledge, none of the previous detection
such a rich set of allocation-deallocation functions.

techniques used

®https://github.com/Navidem/k-meld /blob/main/results/FOIs.txt
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Bug finding

o —HIRH 458 D warnings, FILEINA 218 AEFEAEFFFRE, BNk
R 52%

e (4 Linux RAZIRAZT 107 1 patch, HIFZIT 41 > CVE

® Bug DHEREREF, B0 kmalloc (9244 call-sites), sync_file_alloc (2
call-sites)

® B 115 ™ bugs 3BT specialized modules (call-sites < 400) HJRRIEL
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Exploitability Analysis

£/ fuzzing WEFSHITHEZELHEKR

Linux AZHEFE=KAFEE@A, B entry points
M2 CFG, #KZF| entry point # leak FRTEREHIERAEERF
83.9% HY bugs BEGSHE At AR P HINALA

Entry functions Attacker  Count
System calls Userspace 137

IToctl handlers Userspace 173

IRQ handlers Hardware 173
Reachable from any entry 182 (83.9%)

TABLE I: The number of reachable bugs for different types of entry functions.
IRQ = Interrupt request, Ioctl = I/O control.
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False Positive&Negative Analysis

CVE # Reproducible K-MELD Success/Failure

CVE-2019-8980 v Success

CVE-2019-9857 v Success

CVE-2019-16995 v Failure

CVE-2019-16994 v Success o False Positive

CVE-2019-15916 v Success — —_ N
CVE-2019-15807 v Success ® Z:E.HTE"JﬁHTE%?é > ﬂ- uﬁﬂ?—&%
CVE-2019-12379 v Success (correctly rejected) ]:;L?i' ;E ég ﬁg

CVE-2018-8087 v Success ° Xq:_F Specified Wﬁ@”ﬁ@i&ﬂl\]iﬂ%”
CVE-2018-7757 v Success O

CVE-2018-6354 X — iR

CVE-2016-9685 v Success Y False Negative

CVE-2016-5400 v Success

CVEWISIH X = * T ERMIEHEE

CVE-2015-1333 X — ® Linux W*&H&ZKKE

CVE-2014-8369 v out-of-scope

CVE-2014-3601 v out-of-scope

CVE-2010-4250 X —

v
[
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Implementation

Evaluation

Conclusion

* X3 https://github.com/Navidem /k-meld

o MAREINB##2 bitcode: https://github.com/travitch/whole-program-llvm

o XD MT—T FreeBSD: https://github.com/travitch /whole-program-1lvm/
blob/master/doc/tutorial-freeBSD.md®

SK-MELD is also extendable to other OS kernels like FreeBSD.
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e Linux IHZIAFEE %, RS REINEREK, RERIERFMM

o LT HE—LIFE (memory leak, memory corruption, data race,
wR

o {EETE Linux AL EHRM

lock &) B
5| RI—LL2ARMCIEITIET

"https://www.inforsec.org/wp/?p=4893
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